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Results on Human Teams

Design of Attacker
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« Can we build accurate decision-making models of human-Al teams? « during k € {11, ..., 25} attacker decides whether to attack using state-action table

« Can an Al attacker exploit decision-making heuristics to manipulate a
human-Al or LLM team for a malicious purpose?
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«  Smoothing done by tuning a and B (we use 1 and 2 respectively) Human accuracy 58% 39% 35% | 66% 43% 349

MLP Model of Decision-Making Al accuracy 7% 7%  67% | 50%  19%  29% Conclusions and Future Directions
Team accuracy 63% 48% 43% | 62% 37% 33%

 RL-driven attacks are viable and effective; limited by need to predict

* inputfeatures: issue number, num. successes, num. failures, agents’ | - performance metric + have instantaneous feedback
accuracies, difficulty choice, pre-discussion confidence, selected options, » Accuracy decreases with dlfflCUlty- | | | . Investigate alternative tasks (e.g., longer horizon, delayed feedback.),
current performance (c.p.) * Even under attack, teams select high-risk/high-reward issues design defense strategies (e.g., adversary detectors), or more complex

 output: row-stochastic influence matrix in R3*4 « MBRL attacker preferentially attacks on high-risk/high-reward issues
* training details: batch size = 128, LR = 0.01, Epochs = 300, MSE loss, Adam

attackers that use LLM reasoning abilities
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