
Learning to Lie: Adversarial attacks on human-AI teams and LLMs

Motivation
• AI systems are increasingly widespread in safety-critical applications.
• Reliability and trustworthiness of AI systems remain uncertain.
• Humans rely on heuristics (e.g., confidence) to make decisions and 

allocate trust.
• Can we build accurate decision-making models of human-AI teams?
• Can an AI attacker exploit decision-making heuristics to manipulate a 

human-AI or LLM team for a malicious purpose? 
• While adversarial attacks on AI systems are well-studied, we explore 

adversarial attacks on human teams via AI
• Prior work focuses on dyadic human-AI teams; we extend this to groups

Conclusions and Future Directions
• RL-driven attacks are viable and effective; limited by need to predict 

performance metric + have instantaneous feedback
• Investigate alternative tasks (e.g., longer horizon, delayed feedback.), 

design defense strategies (e.g., adversary detectors), or more complex 
attackers that use LLM reasoning abilities
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Cog/MLP model

Cognitive Model of Decision-Making
• 𝑛!

(#) = cumulative successes of agent 𝑗 over issues 1,… , 𝑘
• At issue 𝑘 + 1, agent 𝑖 assigns to agent 𝑗 influence proportional to:

•          relative sensitivity to failure, captures effect of cognitive biases on 
trust from data/literature:             when 𝑗 is human,             when AI 

• Smoothing done by tuning 𝛼 and 𝛽 (we use 1 and 2 respectively)

<latexit sha1_base64="/Rw07MN19XNKJf99HP+IW96mSxw=">AAAB7XicbZC7SgNBFIbPxltcb1FLm8EgWIVdC7UJBm0sI5gLJDHMTmaTMbMzy8ysEpa8g42FIjYWPoq9jfg2Ti6FJv4w8PH/5zDnnCDmTBvP+3YyC4tLyyvZVXdtfWNzK7e9U9UyUYRWiORS1QOsKWeCVgwznNZjRXEUcFoL+hejvHZHlWZSXJtBTFsR7goWMoKNtar3NyEqonYu7xW8sdA8+FPIn324xfjtyy23c5/NjiRJRIUhHGvd8L3YtFKsDCOcDt1mommMSR93acOiwBHVrXQ87RAdWKeDQqnsEwaN3d8dKY60HkSBrYyw6enZbGT+lzUSE562UibixFBBJh+FCUdGotHqqMMUJYYPLGCimJ0VkR5WmBh7INcewZ9deR6qRwX/uHB85eVL5zBRFvZgHw7BhxMowSWUoQIEbuEBnuDZkc6j8+K8TkozzrRnF/7Ief8B7IGRtg==</latexit>

wf =
<latexit sha1_base64="32HpvuIVdcjV3R/DuP+ojK7ivNY=">AAAB9HicbVDLTgIxFO34RHzhY+emkZi4IjMmojtJXOgSE3kkMJJO6UBDp61tB8UJ3+HGhca45QP8DHcu+RPLY6HgSW5ycs69ufeeQDKqjet+OwuLS8srq6m19PrG5tZ2Zme3rEWsMClhwYSqBkgTRjkpGWoYqUpFUBQwUgk6lyO/0iVKU8FvTU8SP0ItTkOKkbGS/3AXwjqSUolH6DUyWTfnjgHniTcl2YvP4dVg/2lYbGS+6k2B44hwgxnSuua50vgJUoZiRvrpeqyJRLiDWqRmKUcR0X4yProPj6zShKFQtriBY/X3RIIirXtRYDsjZNp61huJ/3m12ITnfkK5jA3heLIojBk0Ao4SgE2qCDasZwnCitpbIW4jhbCxOaVtCN7sy/OkfJLz8rn8jZctnIIJUuAAHIJj4IEzUADXoAhKAIN78AxewZvTdV6cd+dj0rrgTGf2wB84gx/CrpXX</latexit>

wf ⇡ 1
<latexit sha1_base64="P3hHnww36u7jzX3IWmR1MgMhOk0=">AAAB9HicbVDLTgIxFO3gC/GFj52bRmLiisyQiO4kcaFLTOSRwEg6pQMNnba2HRQJ3+HGhca45QP8DHcu+RPLY6HgSW5ycs69ufeeQDKqjet+O4ml5ZXVteR6amNza3snvbtX1iJWmJSwYEJVA6QJo5yUDDWMVKUiKAoYqQSdy7Ff6RKlqeC3pieJH6EWpyHFyFjJf7gLYR1JqcQjzDXSGTfrTgAXiTcjmYvP0dXw4GlUbKS/6k2B44hwgxnSuua50vh9pAzFjAxS9VgTiXAHtUjNUo4iov3+5OgBPLZKE4ZC2eIGTtTfE30Uad2LAtsZIdPW895Y/M+rxSY89/uUy9gQjqeLwphBI+A4AdikimDDepYgrKi9FeI2Uggbm1PKhuDNv7xIyrmsl8/mb7xM4RRMkQSH4AicAA+cgQK4BkVQAhjcg2fwCt6crvPivDsf09aEM5vZB3/gDH8AxDKV2A==</latexit>

wf ⇡ 2

MLP Model of Decision-Making
• input features: issue number, num. successes, num. failures, agents’ 

accuracies, difficulty choice, pre-discussion confidence, selected options, 
current performance (c.p.) 

• output: row-stochastic influence matrix in 
• training details: batch size = 128, LR = 0.01, Epochs = 300, MSE loss, Adam 

optimizer, k-fold cross validation
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R3⇥4

Results on Human Teams
• Cognitive model reduced team performance by 15%; MLP by 24%

Results on LLM Teams
• All LLMs (and humans) are vulnerable to attack
• Reasoning models surpass no attack threshold; vanilla models do not
• LLMs do not exceed attack threshold; CoT models most vulnerable

• discrete state: 𝑛%
(#), … , 𝑛&

(#) and discrete action: 0 for lie and 1 for truth
• reward: expected damage, computed via either cognitive or MLP model
• compute state-action table via model-based RL (MBRL)
• during 𝑘 ∈ 1,… , 10  estimate player accuracy and failure sensitivity
• during 𝑘 ∈ 11,… , 25  attacker decides whether to attack using state-action table 
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human or LLM team

Design of Attacker
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Experimental Setup & Results

• 25 teams (75 human subjects) recruited from UCSB
• 12 teams attacked by cognitive model, 13 teams by MLP model

• Accuracy decreases with difficulty
• Even under attack, teams select high-risk/high-reward issues
• MBRL attacker preferentially attacks on high-risk/high-reward issues
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Overview of findings

Team statistics
First 10 issues Last 15 issues

Easy Medium Hard Easy Medium Hard
Selected proportion 19% 30% 51% 18% 24% 58%
Human accuracy 58% 39% 35% 66% 43% 34%
AI accuracy 77% 75% 67% 50% 19% 29%
Team accuracy 63% 48% 43% 62% 37% 33%
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